CHAPTER XI'V
ADM NI STRATI VE SANCTI ONS

14- 100 I ndividual Responsibility

All personnel, civilian or mlitary, of the Departnent of Defense are
responsi ble individually for conplying with the provisions of this Regulation.

14- 101 Violations Subject to Sanctions

a. DoD MIlitary and civilian personnel are subject to admnistrative
sanctions if they:

1. Knowingly and willfully classify or continue the classification of
information in violation of E.Q0. 12356 (reference (g)), any inplenenting
| ssuances, or this Regul ation;

-

2. Knowingly, willfully, or negligently disclose to unauthorized
persons information properly classified under reference (g) or prior orders; or

3. Knowingly and willfully violate any other provision of reference
(g), any i npl enenting issuances or this Regul ation.

b. Sanctions include but are not limted to a warning notice, reprinmnd,
termnation of classification authority, suspension wthout pay, forfeiture of
pay, renmoval or discharge, and wll be inposed upon any person, regardless of
office or level of enploynent, who is responsible for a violation specified
under this paragraph as determ ned appropriate under applicable |aw and DoD
regul ations. Nothing in this Regulation prohibits or I[imts action under the
Uni form Code of MIlitary Justice (reference (zz)) based upon viol ations of that
Code.

c. IHIE SANCTIONS | N RESPONSE TO COMPROM SES OR VI OLATI ONS OF CLASSI FI ED
INFORMATION SHALL BE AS FOLLONG:

1. NONPUNI TI VE MEASURES

(a) CVILI AN PERSONNEL

(1) FIRST SANCTION. WRITTEN ADMONI TI ON BY THE SUPERVI SOR OR
H GHER AUTHORI TY AND AN ORAL ADMONI TI ON OF THE CONSEQUENCES OF FURTHER VI CLATI ONS.
BEFORE @ VI NG THE ADMONI SHVENT, THE SUPERVI SOR SHALL ENSURE THAT HE OR SHE | S
| N POSSESSI ON OF ALL FACTS, SHALL AFFORD THE PERSON AN OPPORTUNI TY TO REBUT THE
FACTS, AND SHALL ENSURE THAT THE HEAD OF THE OSD COVPONENT CONCERNED HAS APPROVED
THE ADMONI TION. A COPY OF THE ADMONI SHVENT SHALL BE PROVI DED TO THE DIRECTOR,
PSD .

(2) SECOND SANCTION. LETTER OF REPRI MAND BY THE HEAD OF
THE OSD COVPONENT CONCERNED. A COPY OF THE PROPOSED LETTER SHALL BE PROVI DED
TO THE PERSON SO THAT HE OR SHE MAY REPLY TO THE MERI TS AND ACCURACY OF I TS
CONTENT . THE LETTER AND REPLY SHALL BE REVI EWNED BY THE HEAD OF THE OSD
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COVPONENT , WHO THEN SHALL NOTI FY THE PERSON WHETHER THE LETTER HAS BEEN APPROVED
OR DI SAPPROVED. A COPY OF TH S LETTER SHALL BE PLACED IN THE PERSON ‘ S PERSONNEL
FILE FOR A PERICD OF 90 DAYS.

(b) MLITARY PERSONNEL . ARMY REGULATION 27-10, "MILITARY JUSTICE , "
AND Al R FORCE REGULATI ON 35-32, “UNFAVORABLE | NFORMATION FILES , CONTROL ROSTERS,
ADM NI STRATI VE REPRI MANDS AND ADMONI TI ONS, " ( REFERENCES (TTT) and (UUU) ),
RECOGNI ZE LETTERS OF ADMONI TI ON AND REPRIMAND . THE NAVY AND MARINE CORPS
"JUDGE ADVOCATE GENerAL MANUAL'" (ReEFerReNCE (vwW ) REQuURes THAT LETTERS oF
CENSURE BE CHARACTERI ZED AS LETTERS OF CAUTI ON OR I NSTRUCTI ON AS OPPCSED TO
LETTERS OF ADMONI TI ON OR REPRI MAND.

(1) FIRST SANCTION. THE SAME AS THAT FOR Cl VI LI AN PERSONNEL.

(2) SECOND SANCTI ON. THE SAME AS THAT FOR Cl VI LI AN PERSONNEL,
EXCEPT THAT THE LETTER SHALL BE PLACED IN THE PERSON ° S PERSONNEL SECURITY FI LE.

2. PUNITI VE MEASURES

- - .

(a) C VILI AN PERSONNEL

(1) THI RD SANCTI ON. SUSPENSI ON W THOUT PAY FOR NOT LESS
THAN 1 DAY AND NOT' MORE THAN 5 DAYS.

(2) FOURTH SANCTION .  SUSPENSI ON W THOUT PAY FOR NOT LESS
THAN 2 WEEKS AND CONSI DERATI ON OF THE REVOCATI ON OF THE PERSON ' S SECURI TY
CLEARANCE , OR TERM NATI ON OF EMPLOYMENT OR AFFI LI ATI ON.

(b) M LITARY PERSONNEL

(1) THIRD SANCTION . REFERRAL OF THE VI OLATION TO THE PERSON ‘ S
PARENT M LI TARY SERVI CE FOR DI SCI PLI NARY ACTI ON .

(2) FOURTH SANCTI ON . REASSI GNMENT OF THE PERSON TO H S OR
HER PARENT M LI TARY SERVI CE .

d. OSD PERSONNEL DETAI LED TO ANOTHER GOVERNMENT AGENCY. OSD CI VI LI AN
AND M LI TARY PERSONNEL DETAI LED TO ANOTHER GOVERNMENT AGENCY SHALL BE SUBJECT
TO THE SECURI TY REGULATI ONS OF THAT AGENCY. THE HEAD OF THE ACENCY SHALL BE
REQUESTED TO PROVI DE THE DI RECTOR, WHS , WTH A REPORT ON THE VI OLATI ON AND ANY
RECOMVENDATI ON DEEMED PROPER .

e. PERSONNEL DETAI LED FROM ANOTHER AGENCY TO AN OSD COVPONENT. PERSONNEL
DETAILED FROM ANOTHER GOVERNMENT AGENCY SHALL BE SUBJECT TO THE ADM NI STRATI VE
SANCTI ONS OF THI S | NSTRUCTI ON.  THE DIRECTOR , PSD , SHALL NOTIFY THE DI RECTOR,
WHS , FOR PROPER ACTI ON.

f. DISMSSAL. ANY PERSON ‘ S BREACH OF SECURI TY REGULATI ONS MAY BE SERI OUS
ENOUGH TO WARRANT GREATER SANCTI ONS THAN THE M NI MUM SANCTI ONS PRESCRI BED | N
THI'S ENCLOSURE UP TO AND | NCLUDI NG THE SEPARATI ON OF A PERSON FROM EMPLOYMENT,
POSSI BLE CRI M NAL PROSECUTI ON, OR ACTI ON UNDER THE UNI FORM CODE OF M LI TARY
JUSTI CE ( REFERENCE (XXX) )
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14- 102 Corrective Action

The Secretary of Defense, the Secretaries of the MIlitary Departnments, and
t he heads of other DoD Conponents shall ensure that appropriate and pronpt
corrective action is taken whenever a violation under paragraph 14-101 a.
occurs or repeated admnistrative discrepancies or repeated disregard of
requi rements of this Regulation occur (see subsection 14-103). Commanders and
supervisors, in consultation with appropriate |egal counsel, shall utilize all
appropriate crimnal, civil, and admnistrative enforcenent remedi es against
enpl oyees who violate the |aw and security requirenments as set forth in this
Regul ati on and ot her pertinent DoD issuances.

14-103 Adm nistrative D screpancies

Repeat ed admi nistrative discrepancies in the marking and handling of
classified information and Oaterial such as failure to show classification
authority; failure to apply internal classification markings; failure to
adhere to the requirenents of this Regulation that pertain to dissem nation,
storage, accountability, and destruction, and “that are deternmined not to
constitute a violation under paragraph 14-101 a. nmay be grounds for adverse
adm ni strative action including warning, adnonition, reprimand or term nation
of classification authority as determ ned appropriate under applicable policies

and procedures.

14- 104 Reporting Violations

a. \Wenever a violation under paragraph 14-101 a. 2. occurs, the Director
of Counterintelligence and Investigative Prograns, ODUSD(P) shall be inforned
of the date and general nature of the occurrence including the relevant parts
of this Regulation, the sanctions inposed, and the corrective action taken.
Wienever a violation under subparagraph 14-101 a. 1. or 3. occurs, the Director
of Security Plans and Programnms, ODUSD(P) shall be provided the sane
| nformati on. Notification of such violations shall be furnished to the
Director of the 1S00 in accordance with Section 5.4(d) of E.0. 12356 (reference

(g)) by the ODUSD(P).

b. Any action resulting in unauthorized disclosure of properly classified
information that constitutes a violation of the crimnal statutes and evidence
reflected in classified information of possible violations of federal crim nal
| aw by a DoD enpl oyee and of possible violations by any other person of those
federal crimnal |aws specified in guidelines adopted by the Attorney General
shall be the subject of a report processed in accordance with DoD Directive
5210.50 (reference (pp)) and DoD Instruction 5240.4 (reference (00)).

c. Any action reported under paragraph b., above, shall be reported to the
Attorney Ceneral by the General Counsel, Departnment of Defense.

d. Reports shall be nmade to appropriate counterintelligence, investi-
gative, and personnel security authorities concerning any enployee who is known
to have been responsible for repeated security violations over a period of a
year, for appropriate evaluation”, including readjudication of the enpl oyee’'s
security clearance.
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